
Principal Target Policy Minimum Role

User Group Context

Resource Group

Element Category

Administrator

Resource

Element

Super Users [Authority: 0]

Members [Authority: 9999]

Supervisors [Authority: 4]

Context

Font line

Headquarter

Policy [Template]

1. Make report [plan, desk]

2. Read report [observe, desk]

3. Make tactic [plan, desk]

4. Read tactic [observe, desk]

5. Give order [action, desk]

Resource [Group]

1. Afganistan [Asia]

2. Iraq [Asia]

3. Darfur [Africa]

4. North Korea [Asia]

Element [Category]

Air [Air Force, Navy,

Center Command]

Land [Infantry,

Center Command]

1. Allies [bilateral]

2. Enemies [bilateral]

3. UN [multi-nationals]

4. NATO [treaty-organization]

UserGroup

RankDiagram

Example

Role [Authority]

Private [9999]

Sergeant [8000]

Major [5000]

General [1]

Headquarter 5. Give order [action, desk]

6. Follow order [action, desk]Water [Navy,

Center Command]

Center Command]

Under water [Navy,

Center Command]

Bart [Air Force, Navy]

Plan, Action

Asia

User

Hommer [Navy]

Desk

Africa

Asterix [Infantry]

Action

Asia

Dart Vader [Center Command,

Air Force, Infantry, Navy]

Desk

Asia, Africa
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Double Click to change the name 

or the value

Create New is like a TV for Context Settings, not the value itself

TV is Template VariableKey : [string]

Name : [string]

Field Type : [Textfield | Textarea | Yes/No]

Namespace : [ core | snippetname | componentname| pluginname ]

Area Lexicon Entry : [string]

Value : [string]

Description : [string]

General 

Information

Access 

Context

Default: mgr | web
Create new is to create a new context NAME only.

Right Click Update Context is to apply detail settings
Key : registered context name

Description : [string]

Context settings 

will override any 

System Settings 

with the same key.

Name:

Key:

Value:

Last modified:

Default of Context: mgr

Context 

Settings

= browse

= fill forms

= drag & drop

Access 

Permissions

Default of Context: mgr

CONTEXT USER GROUP AUTHORITY ACCESS POLICY

mgr Administrator 0 Administrator

mgr Author 9999 Resource

Add Access Control is to create user group 

access to context

User group : [registered User Group]

Authority : [integer]

Access Policy : [registered Access Policy]
Default of Context: web

CONTEXT USER GROUP AUTHORITY ACCESS POLICY

web Administrator 0 Administrator
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User Groups

Context Access
Context : [registered context names]

Minimum Role : [registered role name]

Access Policy : [registered policy name]

Resource Group : [string]

Minimum Role : [registered role name]

Access Policy : [registered policy name]

Usernames : [registered username]

Roles : [registered role name]
Users

Resource Group 

Access

Add user to group is to add a user into the group

Add context is to add user group access into the 

group

Add Resource group is to add resource group into 

the group

Access Control

New user group is to create a new user group 

NAME only.

Right Click Update User Group

General Informations Name : [string]

Parent Group : [options] whatever but the default admin group

Default: Administrator

Recommended:

CA/RGA’s new entry

should be based on the

default administrator

policy (duplicate then

edit it).

= browse

= fill forms

= drag & drop

Roles Name : [string]

Description : [string]

Authority : [integer]

Access Policies Name : [string]

Description : [string]

Policy Template: [registered policy template]

Active Permissions: [number of enabled policies from the provided template]

Access Policy : [registered policy name]

Context : [registered context name]

Create new is to create a new role NAME, 

Authority, Description.

Create Access Policies is to create a new access 

policy’s NAME, Group, and Description.

Default: Super user| Member

Default: Resource| 

Administrator

edit it).

Category : [string]

Minimum Role : [registered role name]

Access Policy : [registered policy name]

Context : [registered context name]

Element Category 

Access
Add Category is to add element group into the 

group

Policy Template Name : [string]

Description : [string]

Template Group : [registered group by MODx]

Permissions : [number of the template’s permission]

Create Policy Template is to create a new policy 

template’s NAME, Group, and Description.

Default: Resource| 

Administrator
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� about
� access_permissions
� actions
� change_password
� change_profile
� charsets
� class_map
� components
� content_types
� countries
� create
� credits
� customize_forms
� database
� database_truncate
� delete_category
� delete_chunk

� edit_context
� edit_document
� edit_locked
� edit_plugin
� edit_propertyset
� edit_role
� edit_snippet
� edit_template
� edit_tv
� edit_user
� element_tree
� empty_cache
� error_log_erase
� error_log_view
� export_static
� file_list
� file_manager

� messages
� namespaces
� new_category
� new_chunk
� new_context
� new_document
� new_document_in_root
� new_plugin
� new_propertyset
� new_role
� new_snippet
� new_template
� new_tv
� new_user
� packages
� property_sets
� providers

� search
� settings
� steal_locks
� undelete_document
� unpublish_document
� unlock_element_properties
� view
� view_category
� view_chunk
� view_context
� view_document
� view_element
� view_eventlog
� view_offline
� view_plugin
� view_propertyset
� view_role

Policies

� delete_chunk
� delete_context
� delete_document
� delete_eventlog
� delete_plugin
� delete_propertyset
� delete_snippet
� delete_template
� delete_tv
� delete_role
� delete_user
� directory_chmod
� directory_create
� directory_list
� directory_remove
� directory_update
� edit_category
� edit_chunk

� file_manager
� file_remove
� file_tree
� file_update
� file_upload
� file_view
� flush_sessions
� frames
� help
� home
� import_static
� languages
� lexicons
� list
� load
� logout
� logs
� menus

� providers
� publish_document
� purge_deleted
� remove
� remove_locks
� resource_tree
� save
� save_category
� save_chunk
� save_context
� save_document
� save_plugin
� save_propertyset
� save_role
� save_snippet
� save_template
� save_tv
� save_user

� view_role
� view_snippet
� view_sysinfo
� view_template
� view_tv
� view_user
� view_unpublished
� workspaces
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� about
� access_permissions
� actions
� change_password
� change_profile
� charsets
� class_map
� components
� content_types
� countries
� create
� credits
� customize_forms
� database
� database_truncate
� delete_category
� delete_chunk

� edit_context
� edit_document
� edit_locked
� edit_plugin
� edit_propertyset
� edit_role
� edit_snippet
� edit_template
� edit_tv
� edit_user
� element_tree
� empty_cache
� error_log_erase
� error_log_view
� export_static
� file_list
� file_manager

� messages
� namespaces
� new_category
� new_chunk
� new_context
� new_document
� new_document_in_root
� new_plugin
� new_propertyset
� new_role
� new_snippet
� new_template
� new_tv
� new_user
� packages
� property_sets
� providers

� search
� settings
� steal_locks
� undelete_document
� unpublish_document
� unlock_element_properties
� view
� view_category
� view_chunk
� view_context
� view_document
� view_element
� view_eventlog
� view_offline
� view_plugin
� view_propertyset
� view_role

Policies [Administrator] Context administration policy with all permissions.

� delete_chunk
� delete_context
� delete_document
� delete_eventlog
� delete_plugin
� delete_propertyset
� delete_snippet
� delete_template
� delete_tv
� delete_role
� delete_user
� directory_chmod
� directory_create
� directory_list
� directory_remove
� directory_update
� edit_category
� edit_chunk

� file_manager
� file_remove
� file_tree
� file_update
� file_upload
� file_view
� flush_sessions
� frames
� help
� home
� import_static
� languages
� lexicons
� list
� load
� logout
� logs
� menus

� providers
� publish_document
� purge_deleted
� remove
� remove_locks
� resource_tree
� save
� save_category
� save_chunk
� save_context
� save_document
� save_plugin
� save_propertyset
� save_role
� save_snippet
� save_template
� save_tv
� save_user

� view_role
� view_snippet
� view_sysinfo
� view_template
� view_tv
� view_user
� view_unpublished
� workspaces
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� about
� access_permissions
� actions
� change_password
� change_profile
� charsets
� class_map
� components
� content_types
� countries
� create
� credits
� customize_forms
� database
� database_truncate
� delete_category
� delete_chunk

� edit_context
� edit_document
� edit_locked
� edit_plugin
� edit_propertyset
� edit_role
� edit_snippet
� edit_template
� edit_tv
� edit_user
� element_tree
� empty_cache
� error_log_erase
� error_log_view
� export_static
� file_list
� file_manager

� messages
� namespaces
� new_category
� new_chunk
� new_context
� new_document
� new_document_in_root
� new_plugin
� new_propertyset
� new_role
� new_snippet
� new_template
� new_tv
� new_user
� packages
� property_sets
� providers

� search
� settings
� steal_locks
� undelete_document
� unpublish_document
� unlock_element_properties
� view
� view_category
� view_chunk
� view_context
� view_document
� view_element
� view_eventlog
� view_offline
� view_plugin
� view_propertyset
� view_role

Policies [Load Only] A minimal policy with permission to load an object.

� delete_chunk
� delete_context
� delete_document
� delete_eventlog
� delete_plugin
� delete_propertyset
� delete_snippet
� delete_template
� delete_tv
� delete_role
� delete_user
� directory_chmod
� directory_create
� directory_list
� directory_remove
� directory_update
� edit_category
� edit_chunk

� file_manager
� file_remove
� file_tree
� file_update
� file_upload
� file_view
� flush_sessions
� frames
� help
� home
� import_static
� languages
� lexicons
� list
� load
� logout
� logs
� menus

� providers
� publish_document
� purge_deleted
� remove
� remove_locks
� resource_tree
� save
� save_category
� save_chunk
� save_context
� save_document
� save_plugin
� save_propertyset
� save_role
� save_snippet
� save_template
� save_tv
� save_user

� view_role
� view_snippet
� view_sysinfo
� view_template
� view_tv
� view_user
� view_unpublished
� workspaces

MODx Revolution’s Permission Cheatsheet – 6/11

Ed. 1.2 – 20110209 - goldsky



� about
� access_permissions
� actions
� change_password
� change_profile
� charsets
� class_map
� components
� content_types
� countries
� create
� credits
� customize_forms
� database
� database_truncate
� delete_category
� delete_chunk

� edit_context
� edit_document
� edit_locked
� edit_plugin
� edit_propertyset
� edit_role
� edit_snippet
� edit_template
� edit_tv
� edit_user
� element_tree
� empty_cache
� error_log_erase
� error_log_view
� export_static
� file_list
� file_manager

� messages
� namespaces
� new_category
� new_chunk
� new_context
� new_document
� new_document_in_root
� new_plugin
� new_propertyset
� new_role
� new_snippet
� new_template
� new_tv
� new_user
� packages
� property_sets
� providers

� search
� settings
� steal_locks
� undelete_document
� unpublish_document
� unlock_element_properties
� view
� view_category
� view_chunk
� view_context
� view_document
� view_element
� view_eventlog
� view_offline
� view_plugin
� view_propertyset
� view_role

Policies [Load, List and View] Provides load, list and view permissions only.

� delete_chunk
� delete_context
� delete_document
� delete_eventlog
� delete_plugin
� delete_propertyset
� delete_snippet
� delete_template
� delete_tv
� delete_role
� delete_user
� directory_chmod
� directory_create
� directory_list
� directory_remove
� directory_update
� edit_category
� edit_chunk

� file_manager
� file_remove
� file_tree
� file_update
� file_upload
� file_view
� flush_sessions
� frames
� help
� home
� import_static
� languages
� lexicons
� list
� load
� logout
� logs
� menus

� providers
� publish_document
� purge_deleted
� remove
� remove_locks
� resource_tree
� save
� save_category
� save_chunk
� save_context
� save_document
� save_plugin
� save_propertyset
� save_role
� save_snippet
� save_template
� save_tv
� save_user

� view_role
� view_snippet
� view_sysinfo
� view_template
� view_tv
� view_user
� view_unpublished
� workspaces
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� about
� access_permissions
� actions
� change_password
� change_profile
� charsets
� class_map
� components
� content_types
� countries
� create
� credits
� customize_forms
� database
� database_truncate
� delete_category
� delete_chunk

� edit_context
� edit_document
� edit_locked
� edit_plugin
� edit_propertyset
� edit_role
� edit_snippet
� edit_template
� edit_tv
� edit_user
� element_tree
� empty_cache
� error_log_erase
� error_log_view
� export_static
� file_list
� file_manager

� messages
� namespaces
� new_category
� new_chunk
� new_context
� new_document
� new_document_in_root
� new_plugin
� new_propertyset
� new_role
� new_snippet
� new_template
� new_tv
� new_user
� packages
� property_sets
� providers

� search
� settings
� steal_locks
� undelete_document
� unpublish_document
� unlock_element_properties
� view
� view_category
� view_chunk
� view_context
� view_document
� view_element
� view_eventlog
� view_offline
� view_plugin
� view_propertyset
� view_role

Policies [Object] An Object policy with all permissions.

� delete_chunk
� delete_context
� delete_document
� delete_eventlog
� delete_plugin
� delete_propertyset
� delete_snippet
� delete_template
� delete_tv
� delete_role
� delete_user
� directory_chmod
� directory_create
� directory_list
� directory_remove
� directory_update
� edit_category
� edit_chunk

� file_manager
� file_remove
� file_tree
� file_update
� file_upload
� file_view
� flush_sessions
� frames
� help
� home
� import_static
� languages
� lexicons
� list
� load
� logout
� logs
� menus

� providers
� publish_document
� purge_deleted
� remove
� remove_locks
� resource_tree
� save
� save_category
� save_chunk
� save_context
� save_document
� save_plugin
� save_propertyset
� save_role
� save_snippet
� save_template
� save_tv
� save_user

� view_role
� view_snippet
� view_sysinfo
� view_template
� view_tv
� view_user
� view_unpublished
� workspaces
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� about
� access_permissions
� actions
� change_password
� change_profile
� charsets
� class_map
� components
� content_types
� countries
� create
� credits
� customize_forms
� database
� database_truncate
� delete_category
� delete_chunk

� edit_context
� edit_document
� edit_locked
� edit_plugin
� edit_propertyset
� edit_role
� edit_snippet
� edit_template
� edit_tv
� edit_user
� element_tree
� empty_cache
� error_log_erase
� error_log_view
� export_static
� file_list
� file_manager

� messages
� namespaces
� new_category
� new_chunk
� new_context
� new_document
� new_document_in_root
� new_plugin
� new_propertyset
� new_role
� new_snippet
� new_template
� new_tv
� new_user
� packages
� property_sets
� providers

� search
� settings
� steal_locks
� undelete_document
� unpublish_document
� unlock_element_properties
� view
� view_category
� view_chunk
� view_context
� view_document
� view_element
� view_eventlog
� view_offline
� view_plugin
� view_propertyset
� view_role

Policies [Element] MODx Element policy with all attributes.

� delete_chunk
� delete_context
� delete_document
� delete_eventlog
� delete_plugin
� delete_propertyset
� delete_snippet
� delete_template
� delete_tv
� delete_role
� delete_user
� directory_chmod
� directory_create
� directory_list
� directory_remove
� directory_update
� edit_category
� edit_chunk

� file_manager
� file_remove
� file_tree
� file_update
� file_upload
� file_view
� flush_sessions
� frames
� help
� home
� import_static
� languages
� lexicons
� list
� load
� logout
� logs
� menus

� providers
� publish_document
� purge_deleted
� remove
� remove_locks
� resource_tree
� save
� save_category
� save_chunk
� save_context
� save_document
� save_plugin
� save_propertyset
� save_role
� save_snippet
� save_template
� save_tv
� save_user

� view_role
� view_snippet
� view_sysinfo
� view_template
� view_tv
� view_user
� view_unpublished
� workspaces

� add_children
� copy
� delete
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� about
� access_permissions
� actions
� change_password
� change_profile
� charsets
� class_map
� components
� content_types
� countries
� create
� credits
� customize_forms
� database
� database_truncate
� delete_category
� delete_chunk

� edit_context
� edit_document
� edit_locked
� edit_plugin
� edit_propertyset
� edit_role
� edit_snippet
� edit_template
� edit_tv
� edit_user
� element_tree
� empty_cache
� error_log_erase
� error_log_view
� export_static
� file_list
� file_manager

� messages
� namespaces
� new_category
� new_chunk
� new_context
� new_document
� new_document_in_root
� new_plugin
� new_propertyset
� new_role
� new_snippet
� new_template
� new_tv
� new_user
� packages
� property_sets
� providers

� search
� settings
� steal_locks
� undelete_document
� unpublish_document
� unlock_element_properties
� view
� view_category
� view_chunk
� view_context
� view_document
� view_element
� view_eventlog
� view_offline
� view_plugin
� view_propertyset
� view_role

Policies [Content Editor] Context administration policy with limited, content-editing related Permissions.

� delete_chunk
� delete_context
� delete_document
� delete_eventlog
� delete_plugin
� delete_propertyset
� delete_snippet
� delete_template
� delete_tv
� delete_role
� delete_user
� directory_chmod
� directory_create
� directory_list
� directory_remove
� directory_update
� edit_category
� edit_chunk

� file_manager
� file_remove
� file_tree
� file_update
� file_upload
� file_view
� flush_sessions
� frames
� help
� home
� import_static
� languages
� lexicons
� list
� load
� logout
� logs
� menus

� providers
� publish_document
� purge_deleted
� remove
� remove_locks
� resource_tree
� save
� save_category
� save_chunk
� save_context
� save_document
� save_plugin
� save_propertyset
� save_role
� save_snippet
� save_template
� save_tv
� save_user

� view_role
� view_snippet
� view_sysinfo
� view_template
� view_tv
� view_user
� view_unpublished
� workspaces
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Resource Group

You can then drag the Resources from the right tree directly into Resource Groups in the left tree.

You can also edit the Resource Groups a Resource is assigned to directly within a Resource's editing page.

= browse

= fill forms

= drag & drop
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